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Microsoft Entra IDis a cloud-based directory and identity management service that could operate as the heart of
cloud-operations. For that reason, being able to getinsight into configuration changes is an essential part of
maintaining the overall security of your IT environment. This is where Lepide Entra ID Auditor comesin. We offer a simple
Entra ID auditing solution that can track configuration changes, monitor privileged users/groups and provide a full audit
trail of every user authentication. Improve your Entra Entra ID Security with Lepide.
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Monitor Entra ID changes. Track EntraID sign-ins. Better EntraID reporting.

Delivers essential audit information Track both successful and failed View Entra|D changes through

about changes beingmade to Entra sign-ins occurring inyour Entra ID. detziled, pre-defined reports that

ID with who, what, where and when can be scheduled to deliver

information. automatically.
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Audit permission changes.

Getinsight into Entra ID permission
changes to help maintain a policy of

least privilege.

Find what you need easily.

Build advanced search filters to
investigate and interrogate your

audit data on amore granularlevel.

Entra ID state reporting.

Understand what your Entra ID looks
like interms of users, managers,

groups and devices.

Repare Granular monitoring of changes.

Report Name - All Environment Changes

Filters : Component Name : [Equals [Azure Active Directory]] AND Operation : [Do not include ...

Home / Lepide Auditor / Reports / All Environment Changes

Lepide Entra ID Auditor enables you to monitor and

Componeat Name | Who Whes Opetation audit all changes madein Entra ID to ensure the
appropriate change processes are being followed.
Azure Active Direc... syedlepide@lepid... 01-11-2024 11:51: 32 PM Updated .
Our Entra ID auditor tracks who made what changes,
Azure Active Direc... syedlepide@lepid...  01-11-202410:57:21PM  Update application where they were made and when: including useror
Azure Active Direc... | ServicePrincipal 8.. | 01-11-202410:03:41PM | Update Device group creation, modification and deletion, failed and
successful login attempts, password changes, resets
Azure Active Direc... ServicePrincipal_8... 01-11-2024 09:16: 06 PM Set Company Info...

and muchmore.
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All Environment Changes

Detailed Entra ID reports.

Duration: Last Month (01-11-2024 12:00:00 AM - 30-11-2024 11:59:59 PM)
AND Component Name: [Equals [Azure Active Directory]]
AND Operation: [Do not inclide [User Logged In]]

Tracking Entra ID changes using Lepide could not be
Object Path Wh Operation

simpler. Our auditing solution continuously tracks
and monitors critical changes with regards to user

Applicatop_c4a00... syedlepide@lepid...  01-11-202411:51:32PM  Update application
accounts, passwords, logins and more. This

. . . . Syed Lepide syedlepide@lepid..  01-11-202410:57:21 PM  Update Device
informationis collected, formatted and presentedin

easy—to—read Entra ID audit reports that can be Syed Lepide ServicePrincipal 8...  01-11-202410:03: 41 PM  Set Company Info...
scheduled forregular delivery or accessed any time Syed Lepide ServicePrincipal 8. 01-11-202409:16:06PM  Update application

on-demand.

Interactive search.
Modify Filters
‘ Easily build advanced search filters to interrogate
S5E X your Entra ID data more quickly. All of your searches
Condition | canthen be saved to the console to enable quick

access. Our Entra ID auditing solution enables you to

Component Name .
4 searchbased on component/servername, object
Equals (Azure Active Direc... i} I, X
path/type, the criticality of the change and much
Operation . . . . o E
peret 174 more. This kind of interactive/customizable searching
Do notinclude (User Logg... 'ﬁi

and filtering will help youincrease the speed with

Cancel |

whichyou are able to investigate changes to your

EntraID environment.

Overcome native limitations.

Report
Report Name - All Environment Changes

Filters : Component Name : [Equals [Azure Active Directory]] AND Operation : [Do not include ...

Our Entra ID audit reports allow you to get more Home / Lepide Auditor / Reports / All Environment Changes
context from changes than you would be able to get e L When Oeratin
from native audit logs. With information presentedin
areadable and useful way, you can Speed up your Azure Active Direc... syedlepide@Ilepid... 01-11-2024 11:51: 32 PM Updated
incident investigation and detectand react quicker Azure Active Direc.. | syedlepide@lepid...  01-11-202410:57: 21 PM  Update application
tounwanted changes. Microsoft only allows you to
Azure Active Direc... ServicePrincipal_8... 01-11-2024 10:03: 41 PM Update Device

storelogs for 90 days, which seriously limits your

m . . . . . Az A Direc... Si Py I_8... 01-11-2024 09:16: 06 PM Set C Info...
ability to investigate historic incidents or access old e et | Semcernapel e empany e
loginformation. Our Entra ID Audit solution stores

your audit trail for years.
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Report

Pre-defined Entra ID state reports.

Report Name - All Users

Filters : Tenant Name : [Equals [LepSoftPvtLtd.onmicrosoft.com] AND Backup Date : [Equals]]

Home / Lepide Auditor / R

All Users

Ensure security and compliance with Entra ID state

User Name Member Of Role Status

reports. Audit user, manager, group, and device
Elvish@LepSoftPvtLtd.o... All Users Global Administrator, Glob... Enable statesto manage access effeCUVer, mltlgate rISkS’

and optimize resources. Enhance operational
Fasha@LepSoftPvtLtd.on... All Users,Marvelous Helpdesk Administrator, A... Disable

efficiency by gaining insights into your Entra ID
Harry@LepSoftPvtlLtd.on... All Users,global Helpdesk Administrator, S... Enable environment. Stream”ne management prOCeSSeS and
Jason@LepSoftPtLtd.on... | All Usersimmortals  Global Administrator, Sha...  Enable safeguard your organization's data with our

comprehensive solution.

Start your 20-day free trial of Lepide today! Start free trial
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