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Lepide Protect

Easily define, monitor, and adjust permissions across your environments to prevent unauthorized access

to sensitive information by ensuring that only authorized personnel have access to critical data.

Welcome Danny

Identify and revoke excessive

Lepide Protect - Permission management regulates access rights, ensuring users have
necessary privileges while safeguarding data from unauthorized access.

permissions.

? Excessive Permission »O Excessive Permission on Folder
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Lepide helps reduce the complexity of managing
user permissions with our permissions
management system. This functionality provides

clearvisibility as to who has accessto what

including which users have excessive

permissions. Once excessive permissions have

beenidentified, they can berevoked, andinactive

users removed, from within the Lepide Solution.

Create Policy

Remove inactive users to reduce ashboard / Policy Management / Create Policy

your threat surface.

Inactive (stale) user accounts are a significant
threat to network security within an organization
and soitis essential that they are detected within
the process of monitoring all network privileges.
The Lepide permissions management system can
identify these accounts and remove themusing

an automated process.
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Policy Name
Policy Description
Action Type

Period of Action

@ B Jenny Wilson

[0 & Esther Howard

Private Equity_Inactive
Developer
Apply Least Privilege

30 Days

Department

Manager

Marketing Coordinator

Email ID

JennyWilson@cipherguard.com

esther@cipherguard.com
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http://www.lepide.com/

Team Management

To get started, please select the managers you will like to them to enroll into

Data Security Protect.

Das! rd / Team Management

Name Department

Y Dpanny Murphy Development

B Richardwillam  Development
Marketing

&, Darrell Steward

&, zain Gouse Technical Support

Job Tittle

Chief Product Officer

Action

| selectany action v |

Chief Marketing Officer ‘ Select any action v/ ‘

Team Lead

Sub Team Lead

Select any action

Select any action

Delegate permissions

management to team leaders.

Lepide provides an efficient way to delegate

permissions management to team managers who

will know which permissions are necessary fora

teammemberto do theirjob. A hierarchical

structure within the Lepide Solution allows users to

specify team managers and only the managerofa

team has the authority to set permissions for their

team members.

Use policy management to

automate permissions.

The Lepide permissions management system allows

users to create permissions policies to make the

managing of permissions a more straightforward

process. By creating and invoking permissions

policies, user permissions can be revoked and

inactive users removed in an automated process,

and all fromwithin the Lepide Solution.

Create Policy

Dashboard / Policy Management / Create Policy

Policy Name
Policy Description
Action Type

Period of Action

= ¥ Jenny Wilson

[0 & Esther Howard

Private Equity_Inactive
Developer
Apply Least Privilege

30 Days

Department

Manager

Marketing Coordinator

Email ID

JennyWilson@cipherguard.com

esther@cipherguard.com

Ready totest-drive Lepide? Visit lepide.com/in-browser-demo/
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