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Lepide Trust

Getinstant visibility over the changes being made to permissions and determine users with excessive

permissions toimplement a policy of least privilege.

Report

Report Name- Permission By Object

Fliters : Fi r: [Eguals [AI]

& Path :\\DCDO1\Company Share\Healthcare\Patients

Access Type  Permission Permission Method  Applies To

V & Ipded\Ethan.Hunt

Denied Creat files / write da... =~ Direct Applied

v Allowed List folder / read da...  Indirect through ev...

Revoke excessive permissions.

Analyze the way that your employees are using
their permissions to determine whether the
permissionis excessive. Lepide reports on users
that have access to sensitive files or folders, but
are notusing that access, to give you a clear
picture of where to start whenrevoking

permissions to implement zero trust.

Report
Report Name- Open Shares

Filters : File Server(s): [Equals [All]]

File Server(s) Path Owner Open To

DCD 01 C:\Budget Forecast Ipde4\Roy.Petty NT AUTHORITY\Every...
DCD 01 C:\Company Share Ipdedikelly.Maxwell NT AUTHORITY\Every...
DCD 01 C:\Shareholders Ipded\Marty.Byrde =~ NT AUTHORITY\Every...
DCD 01 C:\Al Services Ipded\Ethan.Hunt NT AUTHORITY\Every...
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© Effective Permisslons: ( List folder / read data, read ext...

This folder, subfolder...

This folder, subfolder...

Analyze permissions.

Find out who has access to your sensitive data and
how that accessis being granted. Determine
effective permissions by object, by user or by
mailbox. Spot changes to permissions that create
privilegedusers. I[dentify where they got these
permissions from, and reverse the changes if
required. Generate alist of your privileged users, and

see where they are getting their permissions from.

Report
Report Name - Excessive Permissions

Filters : Component Name : [Equals [All] AND Days : Equals [30]]

Reports / Risk lysis / Excessive Permissions

Home / Lepide

Account (Principal) Effective Permission i B

a https://leps.sharpoint... | Full Control

& httpsi//leps.sharpoint... | Full Control

& https://leps.sharpoint... | Full Control

Spot dataat risk.

Having sensitive data open to all users through open
shares creates unnecessary risk. With Lepide, you can
spot and react to this risk quickly. Auto share
discovery enables you to spot new shares as they are
created and determine whether the share is open -

giving all users access to sensitive data.
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