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Nutanix Security

Lepide’s Nutanix file auditing solution delivers greater
visibility into file activity within Nutanix file server environ-
ments with detailed file auditing and monitoring.

Audit all file and folder modifications across Nutanix
environments using the Lepide Auditor for Nutanix File
Servers. Gain visibility into all modifications made to
critical files, to strengthen security and meet compliance
standards.

Comprehensive Nutanix auditing and reporting.

The Nutanix Auditing Solutions provides pre-defined
auditing reports with complete visibility over user activity
answering the auditing questions of who, what, where and
when modifications occurred. This helps to identify
anything suspicious by showing you when files and
folders are created, accessed, changed, moved,
renamed, copied or deleted. You can then take remedial
actionto mitigate datariskand meet compliance require-
ments (e.g. HIPAA, GDPR).

Report
Report Name - All Modifications in Files and Folders

Filters : Server Name : [Equals [All]]

Home / Lepide Auditor f Reports / Nutanix / All Modifications in Files and Folders

When I Whe ' Object Path " Operation

16-12-2024 06:23:13 PM LDSP2\Pradeep 912.658.07.59V\5a... File Read

16-12-2024 07:12:42 PM LDSP2\Yash 1912.658.07.59\5a... File Read

16-12-2024 11:10:55 PM LDSP2\James 912.658.07.59\\5a... File Created

Detect and respond to threats

Receive real time alerts and generate automated threat
response for any unwanted change to data stored in
Nutanix. This is achieved through our pre-defined and
customisable threat models and workflows.
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Track Nutanix permission changes.

In order to maintain a least privileged environment, you
need to understand how your permissions are changing,
and whether users are getting access to sensitive infor-
mation. Lepide enables you to spot permission changes
in real time to make your access control investigations
simple and quick.

Report
Report Mame - All Permission Changes

Filters : Server Name : [Equals [All]]

Home / Lepide Auditor / Reports / Nutanix [ All Permission Changes

When Who " Object Name Operation

Q Q | Q

10-12-2024 08:23:13 AM LDSP\ames Jack-perml.axt | Folder security changed ...
10-12-2024 11:12:42 AM LDSP\Roy Robert

File security changed ...

10-12-2024 11:52:55 AM LDSP\Pradeep = Robert File security changed ...
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https://www.lepide.com/lepideauditor/nutanix-auditing.html

