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1 Introduction

The Lepide Data Security Platform provides a comprehensive way to provide visibility across Active Directory,
Group Policy, Exchange on-premises, M365, SharePoint, SQL Server, Windows File Server, NetApp Filer, EMC
Isilon, Nasuni (NMC), Nutanix and every platform which can provide an integration with Syslogs and RestAPI.

This guide takes you through the process of standard configuration of the Lepide Data Security Platform for
Nutanix.

If you have any questions at any point in the process, you can contact our Support Team. The contact details are
listed at the end of this document.

2 Requirements and Prerequisites

Before you start installing the Lepide Data Security Platform for File Server (Nutanix), make sure that your
computer meets the following requirements:

2.1 Basic System Requirements

e Required Processor
- Minimum dual-core processor
- Recommended quad-core processor
e Required RAM
- Minimum 4 GB RAM
- Recommended 8 GB RAM
e Required free disk space
- Minimum 1 GB
- Recommended 2 GB
e Any of the following 32-bit or 64-bit Windows Operating Systems.
- Windows Server OS: 2016, 2019 and 2022 (latest)
e Any of the following SQL Servers (local or network hosted) for storing auditing logs:
- Any SQL Server above and including SQL Server 2016 (standard or enterprise)

e .NET Framework 4.6.2 developer pack and above
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2.2 Supported Servers for Auditing

Audited Servers Supported Versions

Nutanix 3.7 or above.

2.3 Pre-requisites to Audit Nutanix

If you have given the denied permission to the file then if you select on file and then right click, the
default event is triggered that is “Open Modify\fail".

If you configure the Nutanix file server on a machine, if you do changes in Nutanix share from the
same machine, you are not able to see the changes which you have done

Port range lies between ( 1024-65535))
Supported Protocols:

TCP (Transmission Control Protocol) is a reliable, connection-oriented protocol that ensures data is
delivered accurately and in order over a network. It uses error checking, flow control, and
retransmission mechanisms to guarantee data integrity and delivery.

2.4 Steps to Create a User for RestApi in Nutanix

Login to the Nutanix web console

Figure 1: Nutanix Web Console Login

W\
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e After logging into the Nutanix web console, click on the Gear icon

Santosh Home admin
ICentral Cluster-wide Controlier IOPS Health Critical Alerts.
256107
Comocod i
L] 5
veRsioN > 1683072 Launch L4 e
0130 FM 0230 PM 0330 FM cAmICAL
Storage Summary Logical + Cluster-wide Cantroller 10 BIW 223 MBps Ak ey s Hos1192168.30.68 is using defaurt passward
1.48TIB Total Capac Hamd
- Senvices ®1 so0 ®0 CVM 1921683068 s using default password
& hours aga
301 230 ass0em :
Storage Containers 47 o as Fila Sarver SANASNFSa VM 197168 3074 i 11sin Aafait nassword
VM Summary Clusterwide Controller Latency @ 355 ms Data Resiliency Status Warning Alerts
752 -
Best Effort t ih
3 : 1= b
H Wy o R—
0 = o230 0330m Critical
n
Configuration supports no Disk resiliency
Hardware Summary Cluster CPU Usage Cluster Memory Usage Info Alerts Events
1 1 CommunityEdition 44 89.93% Entlurs Domain @) Disk 1 30
0oST BLOCK MODE OF 3192 GH: OF 7053 GIB o EVENTS
F—— o 23 hows san Last cvent few saconds sae

Figure 2: Nutanix Web Console

e Select the File Server and then click the Launch Files Console
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Figure 4: Dashboard

e C(lick on the Configuration dropdown and then select Manage Roles

§§§ Lepide USA Inc. Page 6



Lepide Data Security Platform Nutanix Quick Start Guide

Dashboard ~ Monitoring +  Shares &Exports  DatsManagement~  Alents &Events  Tasks  Configuration +

Manage Roles

Add AD usors 2< File Admins Or Backup Admins. Bl + Now Usor

Figure 5:Mlanage Roles

e To create a new user, click on New User and then enter the username and password

e After adding a new user, you can access the RestAPI

2.5 Required User Rights

e Users should be Domain users (required for Permission and Property Changes in Auditing)

e A member of Domain Admins Group (required for DDC)

2.6 Local System Rights

The user should have the following permissions on the local computer where the software is installed:
e Full access permission to the drive on which the operating system is installed

e Read/Write permissions in the registry

§§§ Lepide USA Inc. Page 7



Lepide Data Security Platform Nutanix Quick Start Guide

3 Add Nutanix

After you have installed the Solution and configured the Lepide service to run with administrative credentials, you
can add an Nutanix File Server for auditing.

Add Component

E EE - @
’ »~ N A
e (ol

sS4

£ LDSP Web Console
L Archive & Import

- = ,
— [ Oniine. Exchange Online Office 365 Q SharePoint Online

Figure 6: Component Management Window

From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.

The File Server Settings Console dialog box is displayed:
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Settings
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Figure 7: File Server Console

Here, you can click Add File Server icon W on the toolbar to add either of the following file servers:

o Windows File Server
o NetApp Filer

o EMC Isilon

o Nasuni

° Nutanix

1. Click the Add File Server icon, ﬂ ¥ select Single then select Nutanix.

S~ » X |1

Windows

*

X M @ a3

tingle

Multiple 4 Metapp 7-Mode

e

MNetapp Cluster Mode
&% Reire

Ei. Insta
B Unin

EMZ Server
Masuni Serer

MNutanix Sewer

Figure 8: Option to Add Nutanix Server
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2. The Add File Server wizard starts:

Please Provide Mutanix information

Mutarix Flle Server

Mutanix File Server Name/fIP : |

Syslog Listing Part : | ?

User Name : |

Password ! |

Mote: Enter User Mame in “DomaintiUserMame" format.

Mutanix File Server REST AP|

User Name : |

Password : |

Mote: Enter Mutanix details to access Mutanix File Server REST AP

Figure 9: Nutanix Information

3. Add all the details for the Nutanix file server:

Enter the Nutanix File Server IP or Name

Enter Any Syslog Port - to start the auditing please enter a number more than 0

Click the ® icon to see information about the Syslog Listing Port
Enter the Username and Password for the domain user to share access

Enter the Username and Password for Nutanix file Server Rest API

W\
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Please Provide Nutanix information

Mutanix File Server

Nutanix File Server Name/IP | 192.235.54.363 |

| Syslog Listing Port : | a3 | 7
User Name : | ldsph\Rams0 |
Password : | EwE R |

Mote: Enter User Mame in "Domaini\UserName” format.

MNutanix File Server REST API

Uszer Name : Rams@ldsp |

Password : kg |

Mote: Enter Mutanix details to access Nutanix File Server REST API

| Mext = | | Cance

Figure 10: Nutanix File Information Completed

4. Click Next to go to the next step, to provide the details of SQL Server to create a database for storing
auditing logs.
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Please Provide SQL Server information

Server Name : 192, 235.54. 363

f_ ‘Windows Authentication L! SGL Server Authentication (Recommended)

Liser MName : Rams&@ldsp
Passwerd ; kb Tast Connaction | Eg
Database Option :

(®) Creste Database | Rams19
L_ Select Database Select Diatabase
HNote ; If you do not have S0L Servar installed then ciick this fink 1o download 50U Express edition,

https:{fwww.microsoft.comfen-infeducationfproducts/microsoft=-365

| | Cancel

Figure 11: SQL Server Details to add Nutanix

5. Enter the Server Name or click Browse to select the desired SQL Server.
6. There are two authentication options available:

e Windows Authentication: This mode can be selected if SQL Server is installed on the same
computer where the solution is installed.

e SQL Server Authentication: Select this mode if SQL Server is installed on a remote or local
computer. We recommend that this option is selected.

e Provide the username and password of a SQL user, who has sufficient rights to create the
database.

7. Enter a database name in the database name field to create a new database. You can also select an
existing database created earlier by Lepide or another application.

8. Click Next

The Status dialog box is displayed:
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Status...

Status:

Status

a0%

Back Finish | Cancel | | Help

Figure 12: Status

9. Once complete, click Finish

10. You will return to the Settings Console and the File Server will be listed with Auditing started:

! LepideDSP for File Server - Settings Console

- =
FILE VIEW HELP
Add Fite Server ~ | () Help
- LepideDSP for File Server
I3 Fle Servers 'B} All File Servers
‘* Audit Rules Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings
G Audit Polices
8 User Group O~ & X
@ Badup &Restore
File Server Name/1P Domain/Workgroup Agent Status auditing Status Tasks
» [F192.168.30.96 LDSP2 Instaled Auditing Started
%, Port Settings
&% Refresh
3 Install Agent
+ Uninstall Agent
% Start Auditing
[@ stop Auditing
@ Update Agent
M Upgrade Agentis)
& moaity File Serverts)
® Remove File Semvers)
@ service Riants
< > -
() File servers are the machines that are being audited for changes. Agent must be instalied and auditing should be started to audit all the changes perfarmed on file servers.

Figure 13: Settings Console with File Server Installed
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3.1 Editing the Nutanix Credentials

To make changes to the credentials, right click on the File Server name and choose Properties

= .f 1 All File Servers

Overview of file server configuration, Use options to add, modify file servers and options in tasks pane for other settings.

File Server Name/TP Domain/Workgroup Agent Status . Auditing Status
¢ [ 192.168.30.96 LDSR™ Installed Auditing Started

Stop Auditing

Update Agent

S P BUW

Refresh

wil

"= Properties

=

Figure 14: Properties Menu

The Properties dialog box will be displayed:
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Specify the credentials which will be used to logon to the following file server

File Server 192.168.30.73
Domain/\Workgroup : LDSP2Z

| Agent Status : Not Installed
Audit Status - Auditing Stopped
Syslog Port : [ ss5 '
User Name : [aadesh
Password | sssssas

Share Access Credential

User Name : | LDSP2\Varun
Password - | SEBRBNBENENS
OK ] [ ance

Figure 15: Properties

Make the changes as required and click OK when finished.
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4 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

5 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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